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UNITED ACADEMICS PROPOSAL

' . ARTICLE 49 '
ACCEPTABLE USE OF UNIVERSITY INFORMATION ASSETS

Section 1. h&%erm&troﬂreComputer systems and devices are made available to bargammg unit
faculty primarily to optimize the business of the Huniversity. ‘Any use of information, computer
systems and devices must comply with this Artrcle Nothmg in this Article prohibits a bargaining
unit faculty member from accessing, storing, transmitting ot receiving electronic information ir-

order to report or ass1st 1n the 1nvest1gatlon of V1olatrons of apphcable Iaw Uumversrty pohcy, or
this Artlcle :

Sectlon 2. University information 'computer systems and devices are provided for business

purposes. Except to the extent set forth in thls Agreement:

a. No part of Qumversny systems or 1nformatron 15 er—ma{y*—beeerﬂe the prlvate property of any
bargaining unit faculty meinber. '

'b. The Huniversity owns all legal rlghts to control transfer of use all e£ any part eepredeet of '
its systems :

“Section 3. Bargammg unit faculty shall not use Uumversrty 1nformatron assets for any uniawful

purpose orin any manner that conflicts with thls Agreement

_ gaﬂab}mg— Use of Gumversny 1nformat1on systems shall be in cornphance wrth copyrrghts
licenses, contracts, intellectual property rights and laws associated with data, software programs,

and other materials made available through those systems.

Section 4. Any use of Buniversity information systems by bargainitig unit members shall
respect the confidentiality of other users’ information and shall not attempt to: (i) access third
party systems thhout prior authorlzatlon by the system owners; (11) obtaln other users’ Iogln

without approval from the author Operatron or use of inforivation assets shall be conducted in a
manner that maintains the integrity of the assets and the information stored thereon, and that will
not impair the availability, reliability, or performance of Qumversny information assets, or -
unduly contrlbute to system or network congestlon

1 - July 10, 2013



W oo~ WK =

I =
N o= O

M
antn‘nalwareE or smnlar software that is furmshed bg the Umversng Administration.

Sectmn 6. E-mail is pr0v1ded to bargzunmg unit faculty pr1mar1ly for Uumverqlty—related
buqmess however, bargaining unit members are allowed personal use of their Huniversity email
accounts so long as that-.use does not interfere with work-related duties and responsibilities or

unduly contnbute to hardware, system or network congestlon Seﬁelmge—m&ﬂ—er—e&xepelee&eﬂie

seﬁqeeﬂe—e}se}s—pfehl-b&eeb No use of scramblers re- maﬂer services, or 1dent1ty—str1pp1ng
methods is permitted. E-mail may be used for union business as set forth in this Agreement.
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Section 8 7. Bargaining umt faculty may make personal use of the UumverSlty S mtemet
networks, and related services as long as there is se-er insignificant cost to the Guniversity and
such use othervwse complies with this Agreernent and apphcable law and pohcy Hewe:vtefw

Section 9 8. Bargaunmg unit faculty. may play audio CDs or DVDs using Ul’llVCl‘Slty equipment
pr0v1ded it does not interfere with their or other’s work or with University operations.
Bargaining unit’ tacuity may A6t éngage’in Peer~to Peer (P2P j file-sharing using the University
network except fe;—pamese—s—rel—&teé—te—gﬂweﬁﬂ-y—b&%SG if such use would be unreasonable

based on bandwidth consideration.

Section 10 9. Personal hardware or software may not be used to encrypt any information owned
by the Yuniversity so as to deny or resirict access to the Buniversity, except in accordance with
express prior permission and direction from the Provost or designee.

Section 12 Q'. A bargaining uﬁit member is respo'nsible for the following;

a. Taking reasonable steps to ensure the physical security of Huniversity information assets.
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Reporting missing, lost or stolen Huniversity information assets to his or her supervisor
immediately.

Using Yuniversity information assets in a manner consistent with this Agreement and
applicable law and policy.

Taking reasonable steps to prevent the release of confidential or sensitive information either
during the transmission or from the loss or theft of files, documents or other information.
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