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* UNITED ACADEMIC PROPOSAL
' 9-6-13

ARTICLE 49
ACCEPTABLE USE OF UNIVERSITY INFORMATION ASSETS

Section 1. “University information assets” as used in this Article means all computer systerms,
applications, hardware, software, networks mternet access, platforms and/or dev1ces provided
by the Umversrtg Adrmmstrauon ' R Un1vers1ty
information assets are made ayailable to bargammg unit faculty members for their uise in theéir
work for the umversHy Any use of umversrty mformatwn assets must comply w1th this Artrcle

Section 2._Ex(_:ept_ to the exterit set forth in this Agreemen_t: _

a. All umversﬂy information assets belong exclusively to the umver51ty, and are not—&ﬁé—may
notbecome; the pnvate property of any bargaining unit faculty member.

b. "Theé university owns all legal rlghts to control transfer, or use alI parts unrversu:y 1nformat10n
assets. :

d. Incompliance with Article 18, gEthe Umversrty Adrmmstratron may Wrthdraw permrss1on for
the use of information assets upen-+

Agrecmiont.

Section 3. Bargammg unit faculty shall riot use umversHy mformatlon assets for any unlawful
purpose or in any manner that conflicts with this Agreement. Use of university information -

systems shall be in compliance with copyrights, licenses, coniracts, intellectual property rights
and laws assocmted with data, software programs and other materrals made avallable through

those sysféems assefs.

Section 4. Any use of university information systems assets by bargaining unit members shall
respect the conf1dent1ahty of other users’ mforma‘uon and shall not attempt to: (i) access third
party systems without prior authorization by the system owners; (11) obtain other users’ logm
names or passwords; (iii) attempt to defeat or breach computer or network security measures; or
(iv) intercept, access, or monitor electronic files or communications of other users or third parties
without approval from the author. Operation or use of information assets shall be conducted in a
manner that maintains the integrity of the assets and the information stored thereon, and that will
not impair the avaﬂabﬂrty rehablhty, or performance of unwersrty mformatlon assets, or unduIy
contribute to system or network oongesuon

Sectlon 5. Bargammg unit faeulty will use any antrvrrus antrmalware or smular software that is
furnished by the University Administration.
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Section 6. E-mail is provided to bargaining unit faculty primarily for university-related business;
however, bargaining unit members are allowed personal use of their university email accounts
so long as that use does not interiere with work-related duties and responsibilities or unduly
contrrbute to hardware system or network congestlon Bafgammg—umt-faeu}ty—rﬂembers—w%ﬂ—ﬂet

- cle i i - No use
of scram‘olers re- maﬂer services, or 1dent1ty strrppmg methods is perrmtted E-mail may be used
for union business as set forth in this Agreement.
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reasonable sus icion that a bargaining unit faculty member is usin unwersrt 4 _mformauon dssets
in a manner inconsistent with the terms of this Agreement ’ '

Sectlon 8, Bargammg unit faculty may make personal use - of the umversﬁy—s—rﬂterne—t—netwefks—
and-related services information assets as long as there is 1ns1gmfreant cost to the unlversrty and
such use otherwise comphes w1th thrs Agreement and appheable law and pohcy

Sectlon 10 9. Bargammg unit faculty members shall not use personal hardware or software to
encrypt any information owned by the university so as to deny or restrict access to the umversrty,
except in accordance with express prior permission and direction from the Provost or designee.

Section 14 10 Bargammg umt faculty members shall not use umver51ty mformatron assets for
pohtrcal purposes related toa candrdate for pubhc offlce ora ballot measure or for sohc1tatrons
related 0 commereral products or serv1ces

Secti_o_n 1—2_;. A’ba_rga_ining unit' m.e_mber shall:

a. Takeall reasonable steps to ensure the physreal securrty of un1versrty mformatron assets.
b. Report missing, Jost or stolen university mformatlon assets o his or her superv1sor
immediately.

C. Take aht reasonable steps to prevent the release of confrdenual er—sensrtﬁle mformatlon either




