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| . ARTICLE49
ACCEPTABLE USE OF UNIVERSITY INFORMATION ASSETS

Section 1. “University information assets” as used in this Articlé means all computer systems,
applications, hardware software networks, mternet access, platforms and/or devices provided
i T -oH . University
information assets are made avallable to bargammg unit faculty members for their use in their
work for the university. Any use of university information assets must comply with this Atticle.

Section 2. Except to the extent set forth in this Agreement: |

a.  All university information assets belong exClusiVely to the universitys and are not;-and-may
aotbecome; the private property of any bargaining unit faculty member.
b. The university owns all legal rights to control, transfer, or use all parts university information

assets. : A
C. gf Allinformation-stored on university-computp ‘ ; ; rare; ;
d. -Incomplianee with-Astiele 18, ﬁithe Umver51 y Administration may withdraw permission for
the use of information assetsaﬁeﬂ—;eageﬁab}e%p}aﬂ&ﬁeﬂﬂﬂd—eeﬂﬁs{eﬁew{h—éms
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Section 3. Bargaining unit faculty shall not use university mformatmn assets for any unlawful §
purpose or in any mannex that conflicts with this Agreement. Use of university information 43

=
systems shall be in compliance with copyrights, licenses, contracts, intellectual property rights .- ¢ o T
and laws assomated with data, software programs, and other materials made available through - e 4
those systemns assels. Py E%ZW j |
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Section 4. Any use of university information systems assets by bargaining unit members shall .~

respect the confidentiality of other users’ information and shall not attempt to: (i) access third, Pl ERSSEL
party systems without prior authorization by the system owners; (ii) obtain other users’ lo gmm g} “; gf;,;
names or passwords; (iii) attempt to defeat or breach computer or network security measures; or
(iv) intercept, access, or monitor electronic files or communications of other users or third parties -, .
without approval from the author. Operation or use of information assets shall be conducted in a Fhgen .
manner that maintains the integrity of the assets and the information stored thereon, and that will

not impair the availability, reliability, or performance of university information assets, or unduly

contribute to system or network congestion. '

Section 5. Bargaining unit faculty will use any antivirus, antimalware, or similar software that is
furnished by the University Administration.
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Section 6. E-mail is provided to bargaining unit faculty primarily for university-related business;
however, bargaining unit members are allowed personal use of their university email accounts
so long as that use does not interfere with work-related duties and responsibilities or unduly

contnbute to hardware system or network congestton Bﬂfgammg—&aﬂ—ﬁaeu}t%membefs—wﬂ—ﬂet

of scramblers re-mailer services, or 1dent1ty—str1ppmg methods is pertmtted E-mail may be used
for union business as set forth in this Agreement.
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Sectlon 8. Bargammg umt faculty may make personal use of the umversny—s—lﬂfeemee—nekweﬂ(—s—
andrelated services information assets as long as there is insignificant cost to the university and
such use otherwise complies with this Agreement and applicable law and policy.

Section 10 9. Bargaining unit faculty-memt)ers shall not use personal hardware or software to
encrypt any information owned by the university so as to deny or restrict access to the university,
except in accordance with express prior permission and direction from the Provost or designee.

Section H 10. Bargaining unit faculty members shall not use university information assets for
political purposes related to a candidate for public office or a ballot measure, or for solicitations
related to commercial products or services.

Section 42 L1. A bargaining unit member shall:

a. Take all reasonable steps to ensure the physical secﬁrity of university information assets.
b. Report missing, lost or stolen university information assets to his or her supervisor
immediately.

c. Take all reasonable steps to prevent the release of conftdentlal or-senstive 1nformat1on either




